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Active shooter incidents are unfortunately 
becoming more common in the United 
States, with 50 total shootings in 2016 
and 2017 alone, according to a 2018 
report by the Advanced Law Enforcement 
Rapid Response Training Center at Texas 
State University and the Federal Bureau of 
Investigation, U.S. Department of Justice. 

The increase in these tragic events emphasize 
the need for businesses and individuals to 
prepare for the unlikely as though it were 
inevitable. Implementing active shooter 
preparedness training is critical to keeping 
employees, customers and the public safe. 

This e-book provides actionable tips for 
developing a mindset of preparedness 
and survival for active shooter situations.

Active shooter events are on the rise. 
Is your Financial Institution prepared?
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Active Shooters are likely to engage more 
than one target during their attack.

Their intention is usually an expression of 
hatred or rage, or extremist ideology.

Often, but not always, the attacker is suicidal. 

Active Shooters are typically well-planned, well-
armed and familiar with target location. 

They leverage the use of booby-traps, 
explosives and diversion tactics. 

The location of their attack may be chosen 
for the tactical advantage. 
The shooter is also likely to be mobile during 
the attack, rather than fixed in one location. 

PROFILE OF AN 
ACTIVE SHOOTER

CHARACTERISTICS OF AN 
ACTIVE SHOOTER

An Active Shooter is an individual actively 
engaged in killing or attempting to kill people. 

Active Shooters usually target a confined and 
populated area. 

Weapons used by Active Shooters can 
include, but are not limited to: 

• firearms (most frequently used), 
• bladed weapons, 
• vehicles, or
• any tool that in the circumstance in 

which it is used constitutes deadly 
physical force 

In most cases, there is no pattern or method 
to the assailants selection of victims. 

Most active shooter situations are 
unpredictable, evolve quickly and are over 
within minutes.

Active Shooter Defined
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Most active shooter incidents occur 
at locations where the killers find little 
impediment in pressing their attack.

Locations are generally described as soft 
targets, that is, they carry limited security 
measures to protect employees and 
members of the public.

In most instances, shooters commit suicide, 
are shot by police, or surrender when 
confronted by responding law enforcement.

Active Shooter 
Incidents
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Preparing for an 
Active Shooter Situation

• Ensure there are no obstructions in your exit routes.
• Check the reliability of your security systems and correct any gaps immediately. 
• Test your communication system – how will you get the word out when there 

is an emergency? What are your backup communication methods? 

An Emergency Action Plan (EAP) is the preferred method 
for reporting emergencies. When compiling your EAP, do a 
thorough risk assessment of your property: 

Developing an EAP

Your EAP should include: 

An evacuation policy and procedure 
  • At least two designated evacuation points 
  • Posted evacuation routes

Emergency escape procedure and route assignments 
  • Floor plan 
  • Safe areas 
  • Rally point 

Contact information for, and responsibilities of, individuals to be 
contacted under the EAP

Information on local hospital(s), 
fire department and law 
enforcement agencies: 
  • Name 
  • Telephone number 
  • Distance from the facility

Make sure 
your company 

address is easily 
accessible to 

share with these 
emergency 
contacts.
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As with any other emergency or 
critical incident, it’s important to 
have a plan in place so you’re better 
equipped to respond. 
Spend time developing an Active Shooter Response 
Plan to supplement your Emergency Action Plan 
and practice for emergencies. You might consider 
including first responders in your training to help 
simulate and prepare for a live event.

Keep in mind, your plan should not only take staff 
into consideration, but customers as well. Patrons 
will more than likely follow your staff. You staff should 
be prepared to serve as leaders in getting everyone 
evacuated safely.
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Pull together preparation items

Assemble crisis kits: 
  • Radios 
  • Floor plans 
  • Staff roster and staff emergency contact numbers 
  • First aid kits 
  • Flashlights

Place removable floor plans near entrances and 
exits for emergency responders

Activate emergency notification 
system when an emergency occurs
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Fight-or-Flight Syndrome

When confronted with a 
perceived harmful event, attack 
or threat to survival, we’re often 
programmed to respond with the 
natural physiological fight-or-flight, 
or even freeze, response.

Mentally prepare yourself 
to react to a traumatic 

event in a smart way by 
conditioning your brain 

through consistent training.

Train yourself to react safely: 
Use hypotheticals – How would I respond in an active shooter situation?
  • Map out your individual escape route 
  • Where could you hide to secure yourself?
  • If you need to fight, what do you have at your disposal to assist in that effort? 

Play these situations out in your head various times and soon your reaction will 
become second nature.
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• The flight response is all about finding a 
smart way out of a threatening situation.

• In an active shooter incident, your flight 
response will allow you to commit to an 
escape that doesn’t place you in danger. 

• Securing yourself in a safe location away 
from the attacker may be the smartest 
move depending on your surroundings.

FLIGHT:
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• The fight response is survival-focused -- committing 100% 
to fighting and overtaking whoever is threatening your life. 

• During this response, you are doing whatever is necessary 
to survive and make it out of the threatening situation.

FIGHT:
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FREEZE:
• Instead of turning to fight or flight, 

sometimes we freeze in traumatic 
situations – turning us into “deer 
in the headlights”.  

• When we are overwhelmed, we 
perceive there is no hope of 
surviving, so we freeze. This 
response often occurs in car 
accidents, to rape victims and 
during robbery at gun point. 

• Sometimes victims pass out and 
or mentally remove themselves 
from their bodies to protect 
themselves from the pain or the 
attack. This may result in loss of 
memory of the trauma. Victims 
can then experience flashbacks or 
memory fragments that can haunt 
them for the rest of their lives. 
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When confronted with an active shooter situation, you may not know how to respond. The U.S. 
Department of Homeland Security advises remembering the quick phrase “Run, Hide, Fight” 
as means to protect yourself during an active shooter event. 

Using the Run, Hide, Fight method can help you quickly determine the most reasonable way to 
react. By assessing your surroundings and using your instincts, you will be able to decide the 
best method to take for your own safety and survival.

How to Respond 
In an Active Shooter Situation
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Pre-plan your escape

Leave your belongings behind

Take your cell phone if safe to 
retrieve

Keep your hands visible

Only stop to help others if 
safe to do so

At the first sound of gunshots, 
flee in the opposite direction 

Remember: 
distance equals safety 

Warn others as you leave and 
urge them to follow you

Don’t stop until you are sure 
you are clear from danger

Check yourself for injury when 
you arrive at a place of safety

Hide in an area out of the 
shooter’s view 

Block entry to your hiding 
place and lock doors

Silence your cell phones or 
any device that makes noise 

Remain silent

As a last resort and only when 
your life is in imminent danger

Attempt to incapacitate the 
shooter

Act with physical aggression 
and throw items at the shooter

This is the final option, so 
give it all you have

Group action is more effective 
than individual action

Prepare mentally to fight back

Don’t leave an area of safety 
to fight

Commit to your actions

Maintain your survival mindset

Throw things, shout, and move 
around to keep your attacker 

off-guard

Swarm the attacker

Secure the weapon

Mentally practice your personal 
protection plan

No matter what is 
going on around you, 
focus and be aware 
of your surroundings 
to leverage what is 
available to use for 
your safety. 

RUN FIGHT

HIDE

You know your 
building the best: 

• Use hallways, 
entrances, exits, 
alternative routes to 
navigate away from the 
gunfire and threat.

• Duck around furniture 
or physical items to 
conceal yourself.

• Move to the vault or 
other controlled-access 
areas of your building.
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1. Dial 911 (if available)to alert police

2. If you cannot speak, leave the line 
open and allowthe dispatcher to 
listen, then speak when it is safe

3. Know your address

4. State number of shooter(s)

5. Describe shooter(s)

6. Describe weapon(s)

7. State location of shooter(s)

8. State number of victims

Tips for 
Call ing 

Emergency 
Dispatch

Reporting an 
Active Shooter Incident
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How to Respond when Law 
Enforcement Arrives

Law enforcement’s purpose is to stop the active shooter as soon as possible. 
Since earlier active shooter incidents, their focus has shifted from isolate and 
negotiate to actively seek and neutralize assailants. 

This protocol was designed for a minimum of two officers, with all officers trained 
the same. Law enforcement response may involve multi-agency personnel, 
including plainclothes officers. 

Keep in mind that law enforcement will bypass victims to locate and neutralize 
the suspect(s) first. EMS personnel will take care of the injured after law 
enforcement has swept the perimeter and/or neutralized the assailant.

Know your Zone

Cold zones are 
zones of safety

Warm zones are 
where there may be 
injured parties

Hot zones are 
where the suspect 
is believed to be 
located

Active Shooter Protocol
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What to expect when Law 
Enforcement arrives:  
• Officers will enter an active shooter 

environment with their weapons drawn.

• Officers may not know who the 
shooter is, so everyone is considered a 
potential suspect. 

• When officers arrive, have your hands 
up so it’s known you’re not the threat. 

• Officers may shout commands and 
may physically restrain or control you 
if they feel you are a threat or to ensure 
your safety. 

During an active shooter 
incident, law enforcement will 
set up a command post.

When you leave the building, 
head over to the command 
post or wherever there is 
concentrated law enforcement.

DO NOT LEAVE until you 
check-in with law enforcement. 
This is to ensure: 

• You are accounted for. 

• Any pertinent information 
you have on the event/
shooter is collected. 

Perimeter Security and 
Evacuation Assistance
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How to react when 
law enforcement  arrives:

Remain calm and follow instructions

Put down any items in your hands (i.e., phone, bag, jacket)

Raise hands and spread fingers

Keep hands visible at all times

Avoid quick movements toward officers such as holding on to them for safety

Avoid pointing, screaming or yelling

Do not stop to ask officers for help or directions when evacuating

1

3
2

4

6
5

7
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Information to provide 
law enforcement or 911:

The number of shooters, if more than one

The location of the shooter(s)

Physical description of shooter(s) – clothing, gender, race, age

Number and type of weapon – handgun, rifle, shotgun, explosive

Number of potential victims at the scene  

If you know people are hidden or barricaded in specific locations

Follow the instructions of emergency personnel

DO NOT LEAVE without telling someone

Go to a pre-determined place to be counted by staff to make sure 
everyone is accounted for

Call 911 and provide details to dispatcher

Seek counseling for trauma, if needed

When you make it to safety:
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Develop a mindset of 
preparedness and sur vival. 
Be prepared for Active Shooter situations with training from OnCourse Learning 
Financial Services. 

Contact us today to learn more: 
www.OnCourseLearning.com/ActiveShooter

About OnCourse Learning Financial Services 
OnCourse Learning Financial Services is a leading provider of 
governance, risk and compliance training for the bank, mortgage, 
credit union, gaming and nonbank financial services industries. It 
offers a comprehensive course catalog complemented by its 
sophisticated learning management system. To learn more, visit 
OnCourseLearning.com/Business or follow us 
on Facebook and Twitter.
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http://www.OnCourseLearning.com/ActiveShooter
https://www.oncourselearning.com/business/
https://www.facebook.com/OCLFS/?fref=ts
https://twitter.com/oncoursefs

