
MONEY 
SERVICES BUSINESSES

Be proactive to address regulatory challenges, security threats

Executive Summary
Money services businesses such as check cashers, currency exchanges and money transmitters, as well as 
payday lenders and other nonbank financial service centers offer essential services to customers for whom 
traditional commercial banks are not an option. Financial Service Centers of America (FiSCA), a trade organization 
that represents MSBs, estimates 35 million Americans conduct 350 million MSB transactions annually. 
The U.S. Treasury Department estimates one quarter of American households use nonbank financial institutions, 
and the Department of the Treasury’s Financial Crimes Enforcement Network (FinCEN) continues to see a 
steep increase in registered MSBs. However, in recent years MSBs have faced increased regulation, 
as governmental bodies have authored a host of mandates designed to protect consumers and prevent fraud. 
FinCEN, the IRS and various state banking departments and agencies regulate MSBs. Depending upon their location 
and service offerings, these businesses will have to register with one of these groups.

That leaves MSBs with the daunting task of parsing through complex mandates that sometimes can vary radically 
depending upon the region or state. Banks have long dealt with much of the same type of scrutiny that MSBs have 
only seen in recent years. But even large banks, who have substantial knowledge of the laws and lobbyists at the 
state and federal levels, can find the vast array of regulations to be intimidating. It’s not surprising MSBs face complex 
compliance challenges as well. “These differences in compliance standards can be overwhelming at first,” 
FiSCA executive director Ed D’Alessio said. “However, our industry is accustomed to operating in an environment of 
compliance so experienced operators can adjust fairly quickly.”
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Areas of Concern
Government regulations aren’t the only concern for MSBs, 
which also face a variety of potential security threats. 
From 2012 to 2014, there have been about 1.3 million 
filings of reports of suspicious activities of MSB customers 
potentially violating the Bank Secrecy Act, according to 
FinCEN. These filings of suspicious activities steadily 
increased over the three years - from 50,882 in 2012, 
to 491,015 in 2013 and 720,895 in 2014.

Money laundering continues to be a priority when 
transactions involve large amounts of money and 
excessive payments, which can be connected with 
illegal drug trafficking or potential terrorist activity. 
Other suspicious activities include flipping 
(a fast purchase, then sale of a revenue-generating 
asset for profit), excessive activity, fraud complaints 
and source of funds evasion.

The identification of these activities often is limited 
due to lack of detail provided by the MSB employees 
e-filing the reports, representing a need for improvement. 
Greater detail and context can help identify suspicious 
trends and assist in the prosecution of criminals.

MSBs need to ensure their employees are properly trained 
and understand how to comply with the various regulations 
and to identify suspicious activity. To assist in this effort, 
many industry organizations such as FiSCA have sought the 
expertise of third-party compliance partners or vendors to 
provide compliance training to their members.

FiSCA represents about 5,000 member locations. 
D’Alessio said one area these businesses need 
particular help is when it comes to independent reviews, 
another mandate. Independent reviews or audits measure 
the strength of policies and procedures when monitoring 
suspicious activities. Confusion often exists about who 
should conduct reviews and what qualifies someone to 
conduct an independent review or audit. MSBs do not 
necessarily have to hire a certified public accountant or 
an outside auditor, but they must ensure their employees 
cooperate fully with the party conducting the review.

An internal audit department or consultant should 
conduct these reviews every 12 to 18 months, 
and should submit their findings to the appropriate 
board or committee, D’Alessio said. Internal auditors 
should not perform other organizational functions 
such as training or developing policies that could 
pose a conflict of interest. That means compliance 
officers shouldn’t be eligible to conduct an audit. 
Credentials should be presented in writing,  
and responses to the audit’s findings should be 
documented. That includes reporting when  
problems were fixed or addressed, D’Alessio said.

A successful compliance training program 
not only helps with regulatory issues, 
but also can improve the relationship 
MSBs have with their customers, 
offering a greater level of transparency.

“
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Mounting Regulatory Pressures
Officials from FiSCA like to remind the public that 
“contrary to popular belief financial service centers 
are among the most highly regulated of all consumer 
financial service providers.” MSBs face reporting and 
anti-money laundering requirements under the Bank 
Secrecy Act and the Patriot Act, as well as regulations 
from the Consumer Protection Finance Bureau.  
MSBs have been required to comply with many 
of these laws for years, but that doesn’t stop criminals 
who constantly are refining their activities using 
new technology and attempting to find vulnerabilities. 
Because of the regulatory mandates and potential 
security risks, MSBs must remain constantly vigilant 
on compliance issues.

The IRS requires MSBs to establish clear anti-money 
laundering programs. These programs need to be 
clearly written to ensure MSBs and their employees 
are compliant with regulations, including identification 
verification, especially when dealing with prepaid access. 
MSBs need proper reference materials so they can 
draft their own policies. D’Alessio said FiSCA frequently 
gets requests from MSB members for these types of 
reference materials.
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Finding the Right Training
Developing a comprehensive compliance training 
program can be challenging and potentially costly  
for MSBs. However, the cost of noncompliance can be 
significantly greater as businesses who fail to comply  
can face hefty fines from government regulators or risk 
security breaches that can cause lasting reputational 
damage. A successful compliance program not only  
helps with regulatory issues, but also can improve the 
relationship MSBs have with their customers,  
offering a greater level of transparency.

Seven steps MSBs can take to help establish a strong 
compliance program:

1. Designate a compliance officer who can focus on 
keeping up with new or changing regulations.

2. Maintain a regular schedule for audits and reviews. 
Getting into a regular routine for planning reviews is 
strong practice, as audits can often take a few days 
and shouldn’t be left to the last minute.

3. Schedule regular training to ensure employees are 
up-to-date on the latest regulations and mandates.

4. Provide multilingual training materials that are easy 
to understand. Communication is important to 
establishing a strong compliance program, and as the 
multilingual population grows, not all MSB employees 
or customers are proficient in English.

5. Draft clearly written anti-money laundering policies 
and procedures and ensure employees understand 
these policies. Trade organizations associations 
such as FiSCA offer reference materials that can 
help MSBs in drafting their own policies.

6. Catalog and develop checklists of obvious 
suspicious behaviors. This will raise staff awareness 
about potential suspicious activity and improve 
communication.

7. Seek the assistance of a third-party compliance 
training partner or vendor. Many compliance training 
partners employ subject matter experts who are 
knowledgeable about the latest industry regulations 
and trends, and provide affordable training options 
using modern e-learning technology that presents 
content to employees in an engaging, interactive 
and understandable manner.

As money services businesses continue to 
evolve, so will the regulatory and security 
challenges facing them. With increasing 
government mandates and cybersecurity 
threats from both domestic criminals and 
international terrorists, it’s more important 
now than ever for MSBs to be proactive and 
establish a strong culture of compliance.

Variations or differences in state laws present 
another challenge for MSBs. Thirty-four states have 
check-cashing specific statutes, and 38 states permit 
payday advance lending. Washington, DC, and 48 states 
have different laws regulating money transmission 
services. Concerns over international transactions 
were part of the motivation for the Patriot Act, which 
attempted to crack down on the ways terrorists could 
use U.S. financial institutions to fund their activities.

“While many MSBs have actual procedures in place  
as a result of their experience and relationship with 
providers, they also need to document their policies 
and procedures, which takes time,” D’Alessio said. 
“They need to be able to get a written document  
that reflects their policies and demonstrates to  
their regulators that they are compliant.”

From 2012 to 2014, there were about 

of reports of suspicious activities by money 
service businesses regarding potential 
security risks or illegal activity.
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